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Who are we?

Researchers, pracademics,
digital activists, ... educators
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Centre for Combating
Information Disorders
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Most of journalism and media studies have to do with
this topic, but more specifically...

Media in the Era of Disinformation (Fall, 6 ECTS, all levels)

Social Digital Competences (Fall, 6 ECTs, BA)

Media Education (Spring, 6 ECTs, BA)

Playful Development of Media Literacies (Spring, 6 ECTs, BA)
Contemporary Media Society and New Publics (Fall, 6 ECTs, MA+PhD)
Digital Cultures and Digital Communication (Spring, 6 ECTs, BA)
Information Resilience (Fall, 4 ECTs, BA+MA)

Advanced Professional Skills (6 ECTs, container-subject)



we Wwill return to teaching soon...

But first, what are we talking about?
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i TaRTUULIKOOL  The wicked problem of

information disorder
The information
is false

The goal is
to harm

Wardle ja Derakhshan (2017: 5) remake
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POST-TRUTH SOCIETY — I o i

IDENTITY-BASED DISINFORMATION (IBD)
NARRATIVE OPERATIONS

INFORMATION DISORDER (MISINFO, DISINFO, MALINFO) (HISTORICAL REVISIONISM)

INFORMATION OPERATIONS PUBLIC DIPLOMACY
SOWING MISTRUST IN EXPERTS

STRATEGIC COMMUNICATION

COGNITIVE WARFARE/ HACKING

DETERRANCE PSYHOLOGICAL DEFENCE
HYBRID WARFARE INFORMATION CONFLICTS
SOFT POWER MICROTARGETING
PROPAGANDA ASTROTURFING

CYBER-FIMI CONVERGANCE NATIONAL BRANDING

MALIGN INFLUENCE
FAKE NEWS
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Resilience as a core concept

Przybylski et al. (2014), Timmerman (1981)
understand resilience to be:

.. individual’s/organisation’s/society’s ability

to absorb and recover, accurately prepare and
adapt to changing and sometimes stressful
environments

and to feel empowered to act instead of react in
the face of both novel and threatening
challenges.




Resilience:

The ability of a system to absorb stress and adapt to new conditions
(Gahrn-Andersen, 2023)

Others emphasize prevention and the protection of core functions
(Dragomir et al., 2024 ) or the importance of resistance (Malksoo,
2025; Henshaw, 2023) and collective action (Tomkova, 2020)

Definitions also differentiate between individual, community, and
societal levels (Bjola & Papadakis, 2020; Lloyd, 2015).



Micro-meso-macro

Individuals with strong information resilience can identify credible
sources, resist manipulative content, and engage constructively in
digital spaces (Bjola & Papadakis, 2020; Roozenbeek et al., 2022).

Resilient communities nurture environments where individuals learn
from one another, thus enhancing their ability to adapt to the ever-
changing information landscape (Berkes & Ross, 2013)

Information resilience also encompasses societal systems,
institutions, and policy frameworks. Building macro-level resilience
often involves collaboration between governments, media
organizations, and civil society to promote accountability,
transparency, and public trust (Humprecht et al., 2020).



Resilience to info disorder
can mean..

...individual strategies for well-being
...proactive dissemination of quality information (no deficit!)
...protective professional support systems in place
...collegial support in creating engagement, virality (influencer creep!)
...standardisation of (new) verification practices against Al
...extending professional networks across domains (defence briefs)
...organising in communities (CSOs)

...resistance to platforms
WHAT ELSE?
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Back to teaching
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Paradigmatic shift in teaching

Problem-based learning (PBL) is a student-centred instructional
approach in which learning begins not with the presentation of
content, but with an authentic, often ill-structured problem that
students must collaboratively investigate.

Grounded in constructivist learning theory, PBL positions students
as active constructors of meaning who learn through collaboration,
exploration, and integration of new information with prior knowledge.

Read more: Savery, J. R. (2015). Overview of problem-based learning: Definitions and
distinctions. Essential readings in problem-based learning: Exploring and extending the legacy

of Howard S. Barrows, 9(2), 5-15.



How?
Set them free ©

Where?

Final projects of courses,
pracademical Master’s theses,
voluntary special projects

Wait... what are we supposed to do?

New and exciting awareness-building. Don’t even think about hitting up your
class teacher from your old school and doing a 45-minute guest lecture @
Such activities are important as well, but not here. Think creative learning. think
hands-on-interventions, interaction with physical urban spaces, virtual flash
mobs and viral content, etc etc.

Why do we do that? Because we want you to do “real” things, the university to
have a resonance in society. In broad terms - do good (so special emphasis on
ethics and weighing the risks and opportunities, should also be a part of your

report).




Police and Border Gaard Board
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DIGIRAPID

TARGET GROUP: KINDERGARTENERS, TEACHERS AND UNIVERSITY STUDENTS

 DigiRapid entails a series of rapid learning sessions
in which participants transition to a new learning
station every 10 minutes. At each station, they are
introduced to new content.

* In Estonia, ten groups from different kindergartens
in Tartu gathered to play ten games designed to
teach them how to use the internet safely.

» Around 200 children and 50 university students
played games like “Viruses and Hackers”,
“Advertisement Detectives” and “Little Red Riding
Hood in Digital World.”




Fight for respectable and clean information
spaces

Help make people smarter about media
and information literacies!

Cut down on the deafening bystander
silence + cynical nihilist trololo-ethos
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PROPAWHEEL

- MAIN MANIPULATION
TECHNIQUES;

« LOCAL ELECTIONS: UNIVERSITY
OF TARTU LIBRARY;

- NOW: AHHAA SCIENCE CENTRE.




DIGITAL BLUNDER WALL

TARGET GROUP: THE GENERAL PUBLIC

* The wall's main goal was to invite people to share
their digital missteps, the most embarrassing

and funny stories from which others could learn.

* The installation was showcased during Tartu's
[pre]lOpinion Festival and remained on display at

the Tartu Art Museum for six months.

* Observations of the activity around the wall

revealed that it fostered intergenerational

conversations and interactions among
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For lower levels of HE
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Practical task

Problem: hostile info ecosystems



sealioning

Sealioning is a specific type of trolling. The general term trolling refers to harassing
someone online with the intent of getting a (negative) reaction out of them. In the
case of sealioning, a troll will relentlessly harass someone with questions or
requests for evidence in an attempt to upset them and make their position or
viewpoint seem weak or unreasonable. Sealioning is often disguised as earnest
curiosity or interest in debate, but the real goal is to troll someone until they get
angry or upset.

Sealioning is a common trolling tactic used on social media. For example, a Twitter
user might say that they support a higher minimum wage. In response, a sealioning
troll might repeatedly and relentlessly ask them for sources that would prove the
merits of higher pay scales or demand that they write detailed explanations of how
increased wages have affected the economies of the world. The troll will not stop
until the other person angrily lashes out (or blocks them), thus allowing the troll to
paint themselves as the victim and then claim to have won the “"debate” over the
issue. Those who engage in sealioning are never actually interested in legitimately
debating—the point is to harass and attempt to diminish.



doxing

Doxing, or doxxing, is the act of publishing someone’s personal information or
revealing their identity without their consent. The term comes from the word docs
(short for documents). Doxing is often done in an attempt to intimidate someone by
invading their privacy and causing them to fear for their safety, especially due to the
threats they often receive after having been doxed.

In many cases, doxing involves revealing the identity and information of people who
were otherwise anonymous or using an alias. For example, a hacker might post the
real name and home address of a popular streamer or influencer who is otherwise
known by a fake name. Sometimes, celebrities are the target of doxing. In one
prominent incident in 2013, several high-profile celebrities, including Beyoncé and
Kim Kardashian, were the victims of doxing after a hacker publicly revealed their
addresses, social security numbers, and financial documents online. In a more
recent instance, a Twitch gaming streamer known online as XQc was doxed and then
repeatedly targeted with the practice known as swatting.



firehosing

Firehosing is a propaganda tactic that involves releasing a large amount of false
information in a very short amount of time. Due to the resources often needed to pull
off such an expansive disinformation strategy, the term firehosing is most often used
to refer to the alleged actions of large organizations or governments.

For example, the term firehosing has been used to describe Russian propaganda
during the 2014 annexation of Crimea and the 2022 invasion of Ukraine; Chinese
propaganda in response to reporting on Uyghur Muslims in 2021; and numerous
incidents in which President Donald Trump and members of his administration were

accused of spreading false information.



brigading

In online contexts, the word brigading refers to a practice in which people join
together to perform a coordinated action, such as rigging an online poll, downvoting
or disliking content, or harassing a specific individual or group. Brigading is similar
to the online practice known as dogpiling, which involves many people joining in on
the act of insulting or harassing someone. Unlike dogpiling, which may be
spontaneous, brigading typically follows a coordinated plan.

Both the practice and the name for it are often traced to the forum website Reddit,
where brigading (which is explicitly against the site’s rules) typically involves one
community joining together to mass downvote content or to disrupt a community by
posting a large amount of spam, abuse, or trolling comments. For example, a person
who posts a negative review of a TV show may be targeted by users of that show’s
fan forum, whose brigading might consist of messaging the original poster with

abusive comments.



rage farming

Rage farming is a slang term that refers to the practice of posting intentionally
provocative political content in order to take advantage of a negative reaction that
garners exposure and media attention.

The term rage farming emerged in early 2022, first being used to describe a social
media tactic used by conservative groups, such as the Texas Republican Party. The
term was applied to the practice of purposefully posting provocative memes and
other content in order to anger liberal opponents. The word farming in the term
refers to its apparent goal of generating a large amount of critical and angry
comments in hopes that the negative response draws media exposure and attention

and attracts support—and donations—from like-minded people.

https://www.dictionary.com/e/online-harassment-disinformation-terms/
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In duos/trios/quartets!

20 minutes for discussions in smaller groups

then around 15 minutes for joint discussion!

30
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Case 1 (micro-level)

You are a journalist who publishes hard-hitting investigative pieces on Russian
disinformation. After one huge story that focuses on the financial ties of a local
populist party + Russian state-owned propaganda-institutions (IRA, CGE,
IMEMO, IE RAS,Russki Mir Foundation, etc), you become the target of a
coordinated harassment campaign. You get 200+ hate-emails a day, all from
anonymous accounts with the exception of some that are coming from real local
people who have been riled up in community groups. You are being doxxed by
hundreds of accounts on various social media, your phone number, address,
the school your children go to, your mother’s home address are being circulated
with a call to harass and cause harm to you. Most of the content is phrased

ambiguously, such as:
a. justsayin’, their child goes to that school [link to school’s website]...
b. |dream of the day when people like this journalist hang by their balls/ovaries from
the trees, all fucked up like ragdolls
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